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Abstract 
    With technological advances, companies are allowed to integrate digital data, physical supplies, and human resources, and all 

this integration capability can be done thanks to Industry 4.0. This concept, also called the fourth industrial revolution, refers to smart 
companies that work with intelligent cyber-physical systems. Industry 4.0enables automation, data interchange, and big data 
processing, among others. Then, the process decision-making, efficiency, and productivity improvement for companies will become 
faster and more accurate, thanks to real-time data processes and all supply chain integration allowed by Industry 4.0. However, the 
implementation of Industry 4.0 carries several challenges for companies to have success in the transformation of a normal industry 
into an Industry 4.0, like the necessity of adding new hardware, software, and other technologic devices. Because of this, the 
implementation and control of Industry 4.0 come with new issues to handle and new failure modes for both hardware and electronic 
devices. These problems can be faced using reliability engineering tools. Then the object of this research is the use of reliability 
engineering methodology stress-strength Weibull analysis, highlighting that the behavior of frequency emitted by electronics devices 
follows a Weibull distribution most of the time. Also, a stress-strength Weibull with a different shape parameter close solution is 
presented to increase the efficiency and productivity in Industry 4.0 electronic devices. 

Keywords: Reliability engineering, Industry 4.0, Big data, Weibull distribution, Stress-strength analysis, Stress-Strength Weibull, 
Weibull shape parameters. 

1. Introduction 
Currently, the increment in technology is very fast, even 
faster than the level at which companies could 
understand the advance in this technology [1]. One of 
the most significant advances in technology is the 
Internet and the Internet of Things, according to 
different authors [2]–[5]. Such is the impact in the form 
of communication, the data interchange, and the data 
process, among others, that now is possible to make it in 
real-time. In this sense, because these advances are now 
possible, all types of devices are connected; this 
technological advance is called the Internet of Things 
[6]. Then, the implementation of the Internet of Things 
in companies to allow the transformation into smart 
industries is called Industry [7], [8].  

Industry 4.0 makes companies create new systems 
and innovate into smart industries, electronic devices, 
and instruments [9]. These innovations facilitate 

infrastructures for industry development but also 
generate new and unknown failure mechanisms, 
technical and structural dependencies among system 
components, and eventually, new and unknown hazards 
and risks [10].  

Thanks to technological advancement allowed by 
Industry 4.0, new industries or companies can get more 
control over products, processes, human resources, 
supply chain, and transportation, including the final 
disposition of products [11]. Since the Internet of Things 
allows a connection between different devices, such as 
can be computers, cars, refrigerators, smart phones, 
industrial machines, tools, etc., then now they can share 
information, data analysis, and decision-making in real-
time [12]. However, nowadays, the main issue is the 
development of infrastructure with physical systems and 
models to manage Industry 4.0 facilities efficiently [11].  

Another issue to be solved is the period of this 
Industry 4.0, also called the fourth industrial revolution. 
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Hence it should be solved in a short time-lapse because 
the emergence of new industrial areas is inescapable 
[13]. This puts huge pressure on organizations to learn, 
understand, and implement this technology and to be 
prepared for the progressive technology advance and 
process transformation [14]. This research presents the 
technology key to Industry 4.0, such as the Industrial 
Internet of Things, big data analysis, horizontal system 
integration, autonomous robots, and cyber security [15]. 
This aims to explain how reliability and stress-strength 
analysis can be used in these fields. Finally, it is 
important to mention that the connectivity devices 
depend on the reliability of the hardware and 
technological devices level [16], [17]. 

On the other hand, Reliability engineering, as a 
sub-discipline of system engineering, includes the 
systematic application of the engineering principles and 
techniques throughout a product lifecycle, so reliability 
should be considered from the concept plan to wear out 
of the device's lifetime [18]. Reliability Engineering 
defines reliability requirements and analyzes, assesses, 
and optimizes system performance via reliability 
techniques [19]. 

In that sense, the use of engineering reliability 
methodologies presents a powerful option for companies 
to implement in Industry 4.0 with the object of 
measuring accurately both efficiency and productivity 
[20]. Whereby the stress-strength analysis in reliability 
engineering is a useful method to measure the 
performance of hardware and electronic devices that are 
employed in Industry 4.0 [14]. Stress-strength analysis 
determines the stress level at which the element fails. 
Because both the stress and the strength are random 
variables, the analysis of these variables is made using 
probability density functions [21]. Industry 4.0 creates a 
new opportunity for thought leaders and engineers to 
create new systems and innovate smart devices and 
instruments. These innovations facilitate infrastructures 
for industry development but also generate new and 
unknown failure mechanisms, new and unknown 
economic, functional, technical, and structural 
dependencies among system components, and 
eventually new and unknown hazards and risks. On the 
other hand, with complexity and dependence increasing, 
the implementation of new concepts, and the 
advancements in knowledge, methods, and techniques, 
such as big data, the Internet of Things, and quick 
response to changes, make new opportunities for 
developing reliability engineering techniques and 
improve reliability prediction capability.  

In addition, it should be considered that electronic 
elements like hardware or any electronic devices almost 
always present a Weibull distribution behavior [22]–
[24]; in such a way, this manuscript also presents a 
stress-strength Weibull analysis close solution for the 
case of the different shape parameter ≠ . 

The structure of the paper is as follows. Section 2 
presents the Internet of Things; section 3 shows Industry 
4.0; in section 4, reliability engineering in Industry 4.0 is 

presented; section 5 presents the generalities of Weibull 
distribution: in section 6, Weibull Distribution and 
Industry 4.0 is shown; section 7 presents the proposed 
method and the numerical application; finally, section 8 
presents the conclusion and references.  

2. Internet of Things 
The concept of the Internet of Things has become 
relevant in the world because of the advance in 
technology and mobile devices. The Internet of Things 
is about billions of products or objects that can sense, 
communicate, and share data, and all these are 
interconnected by the Internet protocol network. The 
objective of this interconnection of objects is the 
capacity for planning, management, and decision-
making; in that sense, the definition of the Internet of 
Things is a physical object communicated by a network. 
It is important to remember that the Internet of Things is 
not only about computer networks, is about all types of 
devices and all sizes (see fig.1)  [25]. 
 

 

Figure 1. Internet of Things 

3. Industry 4.0 
Industry 4.0 can be defined as a new organization and 
control level over the value chain if the lifecycle of 
devices or products is geared to individualizing 
customer requirements [7]. This control in an 
organization begins with the raw material and ends with 
the recycling of the product, including customer service 
during the lifetime of the product [26]. The relevance of 
Industry 4.0 is the availability of information in real-
time by connecting the instances of the value chain, 
which results in vital for industries to optimize each link 
of the product in the value chain [13]. On the other side, 
the connection of systems, things, and people creates a 
dynamic value-added organization[27]. i.e., the 
customers are closer to the industries, and the 
information is dual between the company and the client 
(see Table 1) [28].  
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Table 1. Industry 4.0 Definitions 

Author and year Definition 

Kagermann, 
Wahlster & 
Johannes. (2013) 

Industry 4.0 utilizes the power of communications technology and innovative inventions to boost the 
development of the manufacturing industry. 

Qin, Liu & 
Grosvenor. 
(2016) 

Industry 4.0 encourages manufacturing efficiency by collecting data smartly, making correct decisions, and 
executing decisions without any doubts. By using the most advanced technologies, the procedures of collecting 
and interpreting data will be easier. The operating interoperability ability acts as a `connecting bridge´ to 
provide a reliable manufacturing environment in Industry 4.0. This overall consciousness gives Industry 4.0 
the most important aspect of artificial intelligent functions. 

Schumacher, Erol 
& Sihn. (2016) 

Industry 4.0 is surrounded by a huge network of advanced technologies across the value chain. Service, 
Automation, Artificial Intelligence Robotics, the Internet of Things, and Additive Manufacturing are bringing 
in a brand-new era of manufacturing processes. The boundaries between the real world and virtual reality are 
getting blurrier, causing a phenomenon known as Cyber-Physical Production Systems (CPPS). 

Schwab (2016) 
Industry 4.0 is differentiated by a few characteristics of new technologies, for example, physical, digital, and 
biological worlds. The improvement in technologies is bringing significant effects on industries, economies, 
and governments´ development of global industry and the world economy. 

Wang et al., 
(2016) 

Industry 4.0 makes full use of emerging technologies and rapid development of machines and tools to cope 
with global challenges to improve industry levels. The main concept of Industry 4.0 is to utilize advanced 
information technology to deploy IoT services. Production can run faster and smoothly with minimum 
downtime by integrating engineering knowledge. Therefore, the product built will be of better quality, 
production systems are more efficient, easier to maintain, and achieve cost savings. 

Mrugalska& 
Magdalena 
(2017) 

Modern and more sophisticated machines and tools with advanced software and networked sensors can be 
used to plan, predict, adjust and control the societal outcome and business models to create another phase of 
value chain organization. It can be managed throughout the whole cycle of a product. Thus, Industry 4.0 is an 
advantage for staying competitive in any industry. To create a more dynamic flow of production, optimization 
of the value chain has to be autonomously controlled. 

3.1 Factors that Affect Industry 4.0   
The introduction of Industry 4.0 in organizations 
represents a huge challenge that is for all the facts that 
are needed in the implantation of Industry 4.0, a relevant 
factor is the hardware technology[29]. This is because to 
support all data, processes, and interconnectivity, 
hardware must provide the requirements to allow 
Industry 4.0, i.e., the hardware used to process data and 
connection needs. The correct hardware is not only what 
the industries need, but it also is very important how 
long the hardware installed will be efficiently performed 
through time that is going to support optimal condition 
communication and data in the industry  [30]. 

Another important aspect in the implementation of 
Industry 4.0 is the software used in the connection and 
data process. As is well known, some corporations 
provide software in the implementation of (ERP) 
Enterprise Resources Planning SAP and Oracle. But 
now, Industry 4.0 is not only about communication with 
all the branches that integrate the whole enterprise, the 
suppliers, and finally, the customer.  
This new software needs to support quantities of data 
that a decade before was only impossible even to 
imagine. For now, the data represents quantities like 
terabytes and even petabytes to support data 
interchange. Moreover, the industries must not deal only 
with the correct software but with the time that software 
will be performed in an efficient way [31].   

Another relevant factor that can be part of the 
success or loss of a company is the connection; this can 
be the most important factor in dealing with Industry 
4.0. the transmission of big data (see fig. 2) between 
every node in the Internet protocol is a very important 
problem to deal with, i.e., Industry 4.0 makes those 
industries must evolve into virtual global companies. 
We are not just talking of suppliers connection, the 
necessary connection in Industry 4.0 include multiple 
countries to interchange data with companies, suppliers, 
clients, transport, and customer, and at the same time, 
each one is also connected [32]. On the other hand, it is 
also important to consider the connection time and the 
speed of data interchange, it is to say, not only to get the 
connections but the time of optimal and efficient 
connection support [33]. Finally, reliability is necessary 
for optimal performance in Industry 4.0[14].   

4. Reliability Engineering in Industry 
4.0 

It is important to mention that the efficiency of the 
interconnection, the hardware performance in optimal 
conditions, and software support over time depends on 
the reliability of the user device to perform the 
interconnection; moreover, wireless transmission of big 
data depends on a frequency, it is to say, the used signal 
to connect devices like, smart phones, computers, smart 
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 ( ) = ..   (6) 

From [18], the sample size n is determined as = ( ( ))  (7) 

And the mean μ and the standard deviation σ are 
given as = ∗ Γ + 1   (8) = Γ + 1 − Γ + 1   (9)  

6. Weibull Distribution and Industry 
4.0 

The information on the mean values of signals in 
telecommunications like cell phones, Internet protocol, 
computers, radios, printers, and all devices that use a 
frequency to communicate, i.e., wireless connectivity,  is 
not sufficient to characterize the performance of 
communication systems; the variation in time, space and 
frequency,  must also be taken into account [46], [47]. 

The dynamic behavior of the desired and 
interfering signals plays a decisive role in the analysis of 
system reliability and the choice of system parameters; 
in such a way, the signals must be considered as a 
random variable, and to model this variable, a 
probability density function needs it [48].  

On the other hand, electronic devices are used 
physically and virtually everywhere, then; an aspect of 
Industry 4.0 success is the accuracy of these electronic 
devices and the communication between all of them; in 
other words, electronic communication needs to be able 
to reach the entire world [7]. The wireless that connects 
the world with information and streaming data into and 
out of an organization term the Industry 4.0 era [49].  

To describe the life of a product or element known 
as the bathtub curve (see fig. 3). The bathtub curve 
consists of three periods: an infant mortality period with 
a decreasing failure rate followed by a normal life period 
with a low, relatively constant failure rate, concluding 
with a wear-out period.  

The bathtub describes the relative failure rate of an 
entire population of products over time [50]. The 
success factor is the choice of the reliability model that 
captures lifetime variables for parameter estimation and 
defines the distribution adequately. In that way, an 
adequate distribution to fit the failure mode in electronic 
devices and connectivity protocol is the Weibull 
distribution because the Weibull distribution is based on 
the weakest link, and this allows electronic and virtual 
devices to identify the failure mode and calculate with 
accuracy and precision the reliability of components 
being physicals or virtual [51]. 

On the other hand, the Weibull distribution is very 
useful in modeling Internet traffic data sessions, flows, 
and packets at different Internet network connections; 
also, the scale parameter  of the Weibull distribution 
can be used to characterize the Internet traffic and flow  
[52]. 

 

Figure 3. Bathtub Curve 

6.1 Reliability Design Estimation in 
Industry 4.0 

It is well known that quality in components is very 
important to ensure the correct function in different 
aspects of Industry 4.0 and Internet protocol, such as the 
performance of the routers, the bandwidth, the people 
knowledge, the data process, etc. [53]. On the other 
hand, this quality for how long is going to work at 
optimum conditions, i.e., what is the probability of a 
component to perform the function in a period without 
failures [54]. Here is where reliability engineering is 
very helpful in preventing these failures and knowing 
the reliability index of any component [55]. In such a 
way, Industry 4.0 works with very significant factors 
that can be a key success but also a problem that affects 
all the chains in the Industry 4.0 performance [56]. 
Then, using reliability methodologies in Industry 4.0 
will help industries to get better quality over time and to 
have the best knowledge about their supply, helping to 
prevent possible failures [57]. In the next section, a 
methodology to estimate the real reliability of different 
kinds of components is presented and applied to a set of 
data of routers experiment just like an example of the 
efficiency of the methodology.  

7. Proposed Method to Estimate the 
Design Reliability 

The proposed method is based on the stress-strength 
Weibull analysis emphasizing that the Weibull 
distribution has no additive property, and the stress-
strength analysis is an algebraic sum of two probability 
density functions (see figure 4). Then a method to 
estimate reliability level in the case of different shape 
parameters ≠  is performed.  
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3. Determine the logarithm of each one of the 
collected data and determine their log-average 
values as = 8.933  = 9.81  

4. Next, determine the exponential of the average 
of the estimated logarithms as = 7579.02  = 18338.53  

5. With the average of step 2 and step 4 calculate 
the corresponding  as = (10501.631 −7579.02 ) . =7269.299 = (19458.21 − 18338.53 ) . = 
6505.38 

6. Determine the maximum and minimum 
strength and stress as Strength maximum and 
minimum.  =10501.632+ 7269.2997= 17770.931 =10501.632- 7269.2997= 3232.331 
Stress maximum and minimum =19458.211+ 6505.3813= 25963.591 =19458.211- 6505.3813= 12952.829 

7. Estimate the  elements and the average = −0.5444  
8. Calculate the corresponding shape parameter  

using equation (17) as follow   =  ∗ .. ∗ ( . / . ) = 1.2786       =  ∗ .. ∗ ( . / . ) = 3.1339 

9. By using the estimated  value of step 8, 
determine the corresponding Weibull scale  
parameters as  ln − =11590.615                                                                                    ln − =21809.1249 

10. With the Weibull family of both the stress 
using, the strength of steps 8 and 9, and the 
desired reliability, estimate the common  that 
represents the corresponding strength and stress 
using eq. (19). = [ ( )/ ( )]

 =4.657                                                                                                                                                

11. Using the common  and the  of the strength 
and stress calculated the corresponding 
reliability as ( / , ) = . .. .  . . = 

0.949971642 
This means that the real reliability of the system 

speed received with the router is 94.99%, and even 
more, the probability safety factor can be estimated 
using equation (21), as shown above.  =   (21) = .. = 1.886  

Table 3. Numerical application results  

Nomenclat
ure 

Formula Results 

Number of 
observatio

ns 
= −1ln( ( )) 19 

Average μ = Xi
 - 

Stress 
Average μ = Xi

 10501.631
Strength 
Average μ = Xi

 19458.21 

Logarithm 
strength  8.933 

Logarithm 
stress  9.81 

Exponenti
al strength  7579.02 

Exponenti
al stress  18338.53 

 = ( )^0.5 6505.38 

Maximum 
strength = = +  

17770.93
1 

Minimum 
strength = = −  3232.331 

Maximum 
stress = = +  25963.59

1 

Minimum 
stress = = −  

12952.82
9 

Elements 
 average = ∑ ln(− ln(1 − ( − 0.3) / ( + −0.5444 

Stress 
shape 

parameter 
= −4 ∗0.99 ∗ ln( / )  1.2786 

Strength 
shape 

parameter 
= −4 ∗0.99 ∗ ln( / )  3.1339 

Stress 
scale  

parameter 
= (ln − ) 21809.12

49 

Strength 
scale  

parameter 
= (ln − ) 11590.61

5 

Common 
shape 

parameter 

= [ln ( )/ ( )]ln  4.657 

Reliability ( / , ) = +  0.949971
642 

8. Conclusion 
The technological advances have allowed the growth of 
the organization to a new level in all the supply chain by 
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using infrastructures or tools like Industry 4.0, which 
help companies to receive and process data in quantities 
never seen before and even more this big data process, 
and transmission is made in real-time. However, 
Industry 4.0 need the use of both hardware and software 
that can be very useful, but also the probability of failure 
is always present because, as it is well known, all 
products, i.e., software and hardware, are random 
variables that need to be controlled and analyzed to 
prevent failures not only in some hardware but in the 
transmission, received and data processed. In this 
manner, reliability engineering possesses tools to help 
with this failure issue. Hereby, in this paper, the 
reliability stress-strength Weibull distribution with 
different shape parameters ≠ analysis is presented 
to estimate the real reliability level of the frequency and 
durability in internet routers, showing that it is possible 
to measure the efficiency and productivity of processes 
in Industry 4.0. On the other hand, since all products or 
elements are subjected to random stress and in the same 
way, products possess an inherent random strength to 
support this stress and both are random variables, a 
probability density functions need to calculate the 
reliability level by using the stress-strength Weibull 
analysis above mentioned. Even more, it is well known 
that electronic products and devices with additives, i.e., 
physical phenomena behavior, follow a Weibull 
distribution; then, the use of a stress-strength Weibull 
distribution tool to verify the real device reliability is a 
good option in the decision-making process.  
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