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Abstract

In this article, risk management in the aerospace industry based on supply chain management has been discussed to reduce risks, human
casualties and the safety of air operations. The aerospace industry operates in a high-risk and sensitive environment where safety and
risk management are of great importance, so that any mistake or negligence can lead to an unfortunate disaster. This paper
comprehensively analyzes risk assessment methods, risk mitigation strategies, risk communication practices and continuous
improvement processes in the aerospace sector. This article uses relevant case studies and industry best practices to provide insights
into effective risk management techniques specific to the aerospace industry. By examining these key aspects, this following article

tries to provide a better risk management scheme and its critical role in ensuring safety in the aerospace industry.
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1. Introduction

With its constant drive for innovation and discovery, the
aerospace industry plays a fundamental role in shaping
our modern world. However, with progress, some
inherent risks and dangers can profoundly affect human
lives. Effective management of these risks is critical to
ensuring the safety of those working in the industry and
those who benefit from air travel. This article examines
the importance of risk management in the aerospace
industry, particularly focusing on reducing risks and
human casualties. The consequences of breakdowns or
accidents' in the aerospace industry can be severe and
lead to significant financial loss, human injuries and
critical damages. Therefore, the industry places great
importance on implementing robust risk management
practices to identify, assess and mitigate potential risks.
An environment where human safety is prioritized and
protected is striving to be created by aerospace
organizations. The impact of hazards on human life

1. Accident is an unplanned event that can cause harm or damage and
occurs without deliberate intent.

within the aerospace industry is extensive [1]. Every
aspect of the industry has potential hazards from aircraft
manufacturing to maintenance, from air traffic control to
pilot training. Safety faces significant challenges from
technical failures, human errors, environmental factors,
and external threats. Understanding and managing these
risks is necessary to protect human lives and reduce
casualties [2].

Risk management in the aerospace industry involves
a systematic and multidimensional approach. Risk
assessment identifies and evaluates potential risks,
considering equipment reliability, human elements, and
operational procedures. These assessments provide a
basis for prioritizing risks and implementing appropriate
mitigation strategies. By quantifying risks, aerospace
organizations can effectively allocate resources and
efforts to minimize the likelihood and severity of
accidents [3]. Alleviation strategies in the aerospace
industry include a wide range of measures to increase
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safety and reduce human casualties. Enhancements in
aircraft, rigorous testing, maintenance procedures, and
personnel training are key risk mitigation strategies.
These measures aim not only to prevent breakdowns but
also to reduce the consequences if an accident occurs.

The impact of risk management on human life in the
aerospace industry goes beyond the immediate safety of
passengers and crew. This includes the welfare of people
in various roles, such as engineers, technicians, air traffic
controllers, and ground staff. The lives and livelihoods of
all involved are aimed to be protected by creating a safety
culture and implementing effective risk management
practices within the industry. Additionally, the impact of
risk management is extended to the entire society. Public
confidence in air travel is deeply intertwined with the
industry’'s ability to effectively manage risks. When
incidents occur, the consequences can have far-reaching
effects on public trust, regulatory oversight, and even the
industry’s viability. Public trust has been maintained by
prioritizing risk management and demonstrating a
commitment to safety, and the aerospace industry has
ensured the sustainable growth of aviation.

Risk management is paramount in the aerospace
industry to safeguard human lives. It involves identifying
and minimizing potential risks to ensure a secure
environment for both work and travel, instilling
confidence in people. In the upcoming pages, we will
delve into different facets of risk management within the
aerospace sector. This exploration will encompass
methodologies, best practices, real-life examples, and
emerging trends. Our objective is to provide a thorough
understanding of how risk management plays a critical
role in ensuring the safety of human lives in the aerospace
field [4-5].

2. Background

The aerospace industry is a dynamic and technologically
advanced sector that includes various activities such as
designing, manufacturing, operating and maintaining
aircraft. The main goal of this industry is to ensure the
safety and security of aircraft, passengers and personnel
involved in aviation operations. However, due to the
complex nature of aerospace systems and the inherent
risks associated with aviation, effective risk management
is critical to identify, assess, and mitigate risks that could
lead to human casualties. The history of risk management
in the aerospace industry can be traced back to the early
days of aviation when safety concerns arose alongside the
rapid development of aircraft technology. The increasing
complexity of aircraft systems, the emergence of
commercial air travel, and the increasing demand for

2. A stakeholder is anyone with an interest in a business, organization,
or project, whether or not they are directly involved.
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efficiency and performance have emphasized the need for
strong risk management practices [6]. One important
event highlighting the importance of risk management in
aerospace was the Tenerife airport disaster in 1977. The
collision between two Boeing 747s killed 583 people,
making it the deadliest accident in aviation history [7].
The incident highlighted the critical role of effective risk
management, which significantly improved air traffic
control procedures, communication protocols, and pilot
training. Regulatory bodies and industrial organizations
have developed comprehensive safety frameworks and
standards in response to such incidents. The International
Civil Aviation Organization (ICAO) provides guidelines
and regulations to ensure the safe operation of aircraft and
implement effective risk management practices. National
aviation authorities, such as the Federal Aviation
Administration (FAA) in the United States and the
European Union's Aviation Safety Agency (EASA) in
Europe, work closely with industry stakeholders? to
enforce safety standards and oversee risk management
plans. Risk management in the aerospace industry is a
multidisciplinary field that covers many aspects. This
includes identifying and analyzing potential risks,
assessing their likelihood and consequences, and
implementing measures to reduce or eliminate risks. This
includes rigorous design and manufacturing processes,
thorough  testing and  inspection  procedures,
comprehensive training programs for aviation personnel,
and ongoing maintenance and reliability practices.
Human factors also play an important role in risk
management in the aerospace industry. By understanding
the impact of human errors and limitations, efforts have
been made to improve human performance by improving
training, cockpit design, crew resource management, and
standard operating procedures [8-9].

Advances in technology have also helped evolve risk
management in aerospace. Integrating advanced sensors,
data analytics and artificial intelligence enables real-time
monitoring of aircraft systems, early detection of
potential failures and predictive maintenance practices.
These technological advances have increased risk
management capabilities and improved safety levels in
the aerospace industry [10]. The aerospace industry has
recognized the importance of risk management in dealing
with hazards and reducing human casualties. Over the
years, lessons learned from incidents and advances in
safety practices have shaped the industry's approach to
risk management. Through a combination of regulatory
oversight, industry standards, technological advances and
a safety culture, the aerospace industry actively strives to
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ensure the highest levels of safety for those involved in
aviation operations and the general public [11].

3. Objectives and scope of the article

The main objective of this study is to provide a
comprehensive analysis of risk management in the
aerospace industry, particularly focusing on reducing
risks and human casualties. This article aims to examine
the importance of risk management practices in the
aerospace sector and highlight their role in ensuring the
safety and security of aircraft, passengers, and personnel
[12-13]. The scope of this article covers various aspects
related to risk management in the aerospace industry. It
covers identifying and assessing risks specific to aviation
operations, including technical failure, human error,
environmental factors, and external threats. The paper
discusses industry risk mitigation strategies including
design enhancements, testing protocols, maintenance
procedures, and aviation personnel training [36].

In addition, this study examines the importance of
effective risk communication in the aerospace industry.
This article explores how stakeholders, such as aircraft
manufacturers, regulatory bodies, airlines, and
maintenance organizations, share risk information to
improve safety and prevent hazards causing human
casualties [15]. This paper also highlights the process of
continuous improvement in aerospace risk management.
It examines the industry's approach to learning from past
incidents and implementing corrective actions to prevent
future occurrences. Incorporating lessons learned,
incident investigation methods, and tracking continuous
improvements in safety standards are the main areas of
focus in the paper [28].

The paper includes relevant case studies from the
aerospace industry to provide practical insights. These
case studies examine real-world scenarios, analyze risk
assessment techniques, risk mitigation strategies and their
impact on reducing human casualties. This article aims to
provide concrete examples and best practices that can be
used in the aerospace industry based on these cases. This
article seeks to contribute to a better understanding of risk
management in the aerospace industry, emphasizing its
vital role in addressing risks and protecting human lives
[18].

4. Risk management in the aerospace
industry

Risk management in the aerospace industry is critical to
ensure safety, reliability and success in the design,
development, manufacture and operation of aerospace
systems and vehicles. Due to the complex nature of
aerospace operations and the potential consequences of
failures or accidents, effective risk management practices
are essential [19-20]. By implementing these risk
management principles, aerospace companies can
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increase safety, reduce potential hazards, protect assets,
ensure regulatory compliance, and maintain public
confidence in industry operations. In the following figure
(1) are some key elements of risk management in the

aerospace industry:

Risk Identification

Risk Reduction

Risk assessment
& analysis

Regulatory
Compliance

Safety Management
Systems (SMS)

Incident Investigation
& Lessons Learned

Supply Chain

Continuous monitoring
Management

& evaluation

key elements of risk management

Figure 1. Key elements of risk management in the
aerospace industry

In the following paragraphs, each key element has
discussed.

e Risk identification: Identifying potential risks
is the first step in the risk management process. It
involves systematically assessing and understanding
risks, vulnerabilities and threats associated with
aerospace activities, including technical, operational,

environmental and human factors.

e Risk assessment and analysis: Once risks are
identified, they must be analyzed to determine their
likelihood and potential impact. It includes quantitative
and qualitative analysis methods, such as fault tree
analysis, failure mode and effects analysis (FMEA) and
probabilistic risk assessment (PRA). These methods help
prioritize risks based on severity and develop risk
mitigation strategies.

e Risk reduction: Risk reduction aims to reduce
the probability and impact of identified risks. Strategies
may include engineering controls, redundancy systems,
safety protocols, training and education, quality control
processes, and compliance with regulations and
standards. The goal is to design, build and operate
aerospace systems with internal safety features and
procedures.

e Regulatory Compliance: The aerospace
industry is subject to strict regulatory frameworks
imposed by national and international aviation
authorities. Compliance with these regulations, standards
and guidelines is critical to ensure safety and reduce risks.
This includes adherence to certification processes,
maintenance requirements, safety inspections and
reporting obligations.
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e Safety Management Systems (SMS): SMSiis a
comprehensive  framework that integrates  risk
management into the day-to-day operations of aerospace
organizations. It includes policies, procedures and
processes to identify, assess, mitigate and monitor risks
throughout the life cycle of aerospace systems. SMS
promotes a proactive safety culture and continuous
improvement in risk management practices.

e Incident Investigation and Lessons Learned:
When accidents or incidents occur, a thorough
investigation is conducted to determine the root causes
and contributing factors. Lessons learned from this
research are important in improving risk management
processes and  preventing  future  occurrences.
Organizations share these insights across the industry to
enhance overall safety and risk management practices.

e Supply Chain Management: Aerospace
companies often rely on a complex network of suppliers
and contractors®. Managing risks in the supply chain is
critical to ensure the quality, reliability and safety of
components and  subsystems.  Strong  supplier
qualification processes, regular audits and clear
contractual obligations help reduce the risks associated
with supply chain disruptions, counterfeit parts or
substandard materials.

e Continuous monitoring and evaluation: Risk
management is an ongoing process that requires
continuous monitoring, evaluation and feedback. Regular
risk assessment, safety audits, data analysis, and
performance metrics are used to identify emerging risks,
evaluate the effectiveness of risk mitigation strategies,
and drive continuous improvement in risk management
practices.

5. The importance of risk management
in the aerospace industry

Risk management in the aerospace industry is critical to
prioritizing safety, increasing reliability, meeting
regulatory requirements, reducing costs, protecting
reputation, fostering innovation, driving continuous
improvement, and managing supply chain complexities
[21-22]. It is an integral part of ensuring the success and
sustainability of aerospace operations. Risk management
in the aerospace industry is very important for key
reasons: In the following figure (2) are some items that

are very important in the aerospace industry:

3. Contractors are hired individuals or firms that provide specific
services or complete projects for organizations on a contractual basis.
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Figure 2. Important items in the aerospace industry

In the following paragraphs, each key element has
discussed.

e Safety: The aerospace industry deals with
complex, high-risk operations involving human lives.
Effective risk management practices help identify and
mitigate potential risks and reduce the likelihood of
accidents, incidents or failures. Prioritizing safety
through risk management ensures the well-being of
passengers, crew members and the public.

o Reliability: Aerospace systems and vehicles are
expected to operate with maximum reliability. By
implementing risk management strategies, companies can
identify potential risks and take preventive measures to
minimize the possibility of failure. This improves
aerospace systems' reliability and overall performance
and reduces downtime, delays and costly repairs.

e Cost reduction: Effective risk management
helps identify potential risks and associated costs. By
proactively addressing risks, companies can prevent or
minimize potential financial losses from accidents,
operational disruptions or legal liabilities. This includes
reducing insurance premiums, optimizing maintenance
schedules and preventing costly system failures.

e Public reputation and trust: The aerospace
industry relies on maintaining a strong reputation and
public trust. A single incident can significantly affect an
organization's brand and reputation. By prioritizing risk
management, companies demonstrate their commitment
to safety, reliability and responsible operations. It helps
to build and maintain trust with customers, shareholders
and the general public.

e Advancement of Innovation and Technology:
The aerospace industry continuously strives for
innovation and technological advancements. Risk
management allows organizations to explore new
technologies, materials, and processes while mitigating
the associated risks. By understanding and effectively
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managing risks, companies can embrace innovation
without compromising safety or reliability [23].

e Continuous improvement: Risk management
is an iterative process that encourages continuous
improvement.  Organizations can improve their
operations, processes and systems by learning from
incidents, accidents and near misses. Risk management
fosters a culture of continuous learning and improvement,
driving innovation and best practices throughout the
aerospace industry [24].

e Increasing performance: Improving
performance in aerospace engineering involves
enhancing various aspects of aircraft and spacecraft
design, manufacturing, and operation. In the following
figure (3), are some key areas to focus on to achieve better
performance:

Figure 2. Some key areas to focus on to achieve better
performance

Remember that making these improvements may
involve a lot of research, testing, and cooperation
between aerospace experts, scientists, and different
people involved in the industry. Additionally,
advancements in materials science, computer modeling,
and other cutting-edge technologies can be crucial in
achieving significant performance improvements in
aerospace engineering.

e Human resource training: Human resource
training in aerospace is essential to ensure that the
workforce is equipped with the necessary skills,
knowledge, and competencies to meet the specific
demands of the aerospace industry [25].
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6. Risks in the aerospace industry

The aerospace industry is fraught with various risks due
to the complex nature of aerospace operations. Risks can
arise from technological, operational challenges,
environmental, and human factors. To reduce these risks,
the aerospace industry uses strong risk management
strategies, safety protocols, strict regulations, advanced
technologies, and continuous training to increase safety,
reliability, and operational excellence [26-28]. Here are
some common hazards in the aerospace industry:

e Structural failures: Aerospace vehicles like
airplanes and spacecraft are subjected to extreme
operational stresses. Structural failures may occur due to
material fatigue, manufacturing defects, or inadequate
maintenance. These breakdowns can lead to catastrophic
accidents and loss of life.

e Engine failure: Failure of propulsion systems
such as aircraft engines or rocket engines can pose
significant risks. Engine failure can result in loss of
power, in-flight shutdown, or even out-of-control engine
failure. These incidents can lead to loss of control, forced
landing or crash.

e Fire and explosion: Aerospace vehicles carry
highly flammable fuels such as jet fuel or rocket
propellants. Fires and explosions can occur due to fuel
leaks, electrical malfunctions, or other ignition sources.
These accidents pose a serious risk to the vehicle and the
crew/passengers.

e System failure: Various systems in aerospace
vehicles, such as avionics systems, flight control systems,
navigation systems, and life support systems, may fail.
These defects can affect the vehicle's safety, performance
and control and lead to dangerous situations.

e Weather conditions: Weather-related hazards,
including turbulence, severe storms, frost, lightning
strikes and extreme temperatures, can affect aerospace
operations. Adverse weather conditions can affect the
stability, visibility and navigation of an aircraft or
spacecraft, creating hazards for crew and passengers.

e Human error: Human factors play a significant
role in aerospace hazards. Errors by pilots, air traffic
controllers, ground crew and maintenance personnel can
lead to accidents or incidents. Also Fatigue, stress,
miscommunication, or inadequate training can contribute
to human error [30].

e Foreign Object Damage (FOD): FOD refers to
lose objects or damage on a runway, taxiway, or airport
that can damage an aircraft during takeoff or landing.
FOD can cause a tire blowout, engine damage, or foreign
object ingestion, leading to a crash or failure.

e Space debris: In space exploration, space debris
creates dangers for satellites, spacecraft and astronauts.
Collisions with space debris can damage or destroy
equipment, disrupt communications systems, and pose
hazards to crew members.
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e Security threats: The aerospace industry faces
terrorism, sabotage, or cyber-attacks. These threats can
target airports, aircraft, satellite systems or critical
infrastructure, potentially leading to catastrophic
consequences [31].

e Supply Chain Risks: Risks can also arise from
the complex global supply chain of the aerospace
industry. Issues such as counterfeit parts, substandard
materials, or supply disruptions can affect the reliability
and safety of aerospace systems.

7. Risk assessment in the aerospace
industry

Risk assessment in the aerospace industry involves a
systematic process to identify, analyze, and evaluate risks
associated with aerospace operations, systems, and
activities. The purpose of risk assessment is to understand
potential hazards, their likelihood of occurrence, and the
potential consequences they may have. Risk assessment
in the aerospace industry is a comprehensive and
continuous process that helps organizations identify,
analyze and mitigate potential risks [32-34]. By
systematically assessing risks, organizations can make
informed decisions, allocate resources effectively, and
prioritize safety in aerospace operations. Here are the key
steps involved in risk assessment in the aerospace
industry:

e Risk identification: The first step in risk
assessment is identifying potential risks. It systematically
examines all aspects of aerospace operations, including
design, construction, maintenance and operation to
identify hazards, vulnerabilities and potential threats.
This can be done through various methods such as
brainstorming, checklists, historical data analysis and
expert knowledge.

o Risk Analysis: Once risks are identified, a
detailed analysis assesses their likelihood and potential
impact. There are quantitative and qualitative methods for
risk analysis in the aerospace industry. Quantitative
methods, such as fault tree analysis and probabilistic risk
assessment, involve mathematical modeling and data
analysis to estimate the probabilities of various events
and their consequences. Qualitative methods, such as
failure mode and effects analysis (FMEA) and hazard and
performance (HAZOP) studies, focus on identifying
failure modes, their causes, and the severity of their
potential consequences.

e Risk assessment: In this step, the identified
risks are evaluated based on severity and probability. This
assessment helps prioritize risks and determine which
risks require immediate attention and mitigation. Risk
assessment often involves assigning risk levels or scores
based on predefined criteria or risk matrices.

e Risk mitigation: After assessing the risks,
mitigation measures are developed and implemented to
reduce the likelihood and potential impact of the
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identified risks. Risk mitigation strategies can include
engineering controls, redundancy systems, safety
protocols, training and education programs, quality
control processes, and compliance with regulations and
industry standards. The aim is to design, build and operate
aerospace systems with internal safety features and
procedures [6].

e Risk monitoring and review: Risk assessment
is an ongoing process and risks must be continuously
monitored and reviewed to ensure their effectiveness.
Regular monitoring helps identify emerging risks, assess
the effectiveness of mitigation measures, and identify the
need for adjustments or improvements. Lessons learned
from incidents, accidents or near misses are incorporated
into the risk assessment to improve risk management
practices.

e Documentation and communication: An
effective risk assessment requires clear documentation of
identified risks, analysis methods, assessment results and
mitigation strategies. This documentation ensures that
risks are well documented and understood throughout the
organization. In addition, clear communication of risks
with stakeholders, including employees, contractors, and
regulatory authorities, is essential for effective risk
management.

8. Demand risk assessment

Several researchers analysed the impact of demand
volatility on inventory management (Ballou and Burnetas
[9]; Cachon [17]; Talluri, Cetin, and Gardner [99], Betts
and Johnston [14]; Sodhi [163]; Xiao and Yang [143];
Radke and Tseng [71]). Some of them provided useful
insights on safety stock reduction. Ballou and Burnetas
compared a traditional inventory planning approach with
one based on filling customer demand from any of several
stocking locations, referred to as cross filling, while
considering the dispersion of demand among stocking
locations. It was revealed that cross filling can help
reducing safety stocks.

Talluri, Cetin, and Gardner developed and
benchmarked a safety stock model with existing models
for managing make-to-stock inventories under demand
and supply variations. Based on a case study at an over-
the-counter pharmaceutical company, the proposed safety
stock model performed well in cost savings. Betts and
Johnston presented the multi-item constrained inventory
model to compare just-in-time (JIT) replenishment with
component substitution under stochastic demand. The
analysis showed that JIT replenishment is more effective
than component substitution because of less investment
in safety stock. Some other scholars analysed the impact
of demand visibility and bullwhip effect on supply chain
performance.

Sucky [97] suggested that the variability of orders
increases as they move up the supply chain from retailers
to wholesalers to manufacturers to suppliers. He
concluded that the bullwhip effect is overestimated if a
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simple supply chain is assumed and risk pooling effects
are present. A common limitation of the above articles is
that most of the proposed methods were not implemented
in real industrial cases (Ballou and Burnetas; Smaros et
al.; Cachon; Betts and Johnston; Sodhi; Xiao and Yang;
Reiner and Fichtinger; Sucky; Radke and Tseng).

Smaros et al. [89] used a discrete-event simulation
model to show that a partial improvement of demand
visibility can improve production and inventory control
efficiency.

Reiner and Fichtinger [76] developed a dynamic
model to evaluate supply chain process improvements
under consideration of different forecast methods. They
pointed out that dampening of the order variability
decreases the bullwhip effect and the average on-hand
inventory but with the problem of a decreasing service
level.

Lack of actual implementation and verification
would make the potential users doubtful about the
effectiveness and efficiency of the proposed methods.
Besides, several articles above simplified the studied
problems with stylised supply chains (Ballou and
Burnetas; Smaros et al.; Cachon).

9. Manufacturing risk assessment

There exist three research studies on manufacturing risk
assessment. They applied different methods to assess
different manufacturing risks in different supply chains.
Cigolini and Rossi [20] proposed the fault tree approach
to analyse and assess the operational risk at the oil supply
chain's drilling, primary transport and refining stages.
They concluded that different stages are affected by
various operational risks according to plant differences.
Therefore, each plant should have a specifically
conceived risk management process.

Dietrich and Cudney [144] applied a Pugh method
adaption to assess risk and manufacturing readiness level
for emerging technologies in a global aerospace supply
chain. They revealed that executive management can
evaluate the emerging technology portfolio more
effectively with the proposed methodology.

Tse and Tan [114] constructed a product quality risk
and visibility assessment framework using the margin
incremental analysis for a toy manufacturing company.
They argued that better risk visibility in supply tiers could
minimise the quality risk. There exist limitations in the
above articles.

Cigolini and Rossi only focused on three stages of
an oil supply chain, while ignoring operational risk
assessment at some other crucial stages (e.g. design,
construction and outsourcing). The risk assessment
matrix proposed by Dietrich and Cudney is fairly
simplistic as it is based on only three levels (i.e. ‘green’,
‘yellow’ and ‘red’).

Tse and Tan neither quantified risks and their
factors, nor proposed any mitigating actions for the
identified manufacturing risk.
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10. Supply risk assessment

Supply risk assessment has attracted much attention.
Most of the articles studied the supplier evaluation and
selection problem while considering a variety of supply
risks, such as poor quality (Talluri and Narasimhan [99];
Talluri, Narasimhan, and Nair [100]), late delivery
(Talluri and Narasimhan [101]; Talluri, Narasimhan, and
Nair [102]), uncertain capacity (Kumar, Vrat, and
Shankar [40]; Viswanadham and Samvedi [190],
dispersed geographical location (Chan and Kumar [23]),
supplier failure (Kull and Talluri ; Ravindran et al.[144];
Ruiz-Torres, Mahmoodi, and Zeng [148]), supplier’s
financial stress (Lockamy and McCormack[121]), supply
disruption (Wu and Olson[120]; Meena, Sarmah, and
Sarkar [57]), poor supplier service (Wu et al. [121]; Chen
and Wu [122]), suppliers’ risk management ability and
experience (Ho, Dey, and Lockstrom [81]) and lack of
supplier involvement (Chaudhuri, Mohanty, and Singh
[82]). A wide range of quantitative methods have been
proposed to deal with this problem, including
mathematical programming and data envelopment
analysis (DEA) approaches (Talluri and Narasimhan;
Kumar, Vrat, and Shankar; Talluri, Narasimhan, and
Nair; Ravindran et al.; Wu and Olson; Wu et al.; Meena,
Sarmah, and Sarkar), multicriteria decision-making and
AHP approaches (Chan and Kumar; Blackhurst, Scheibe,
and Johnson; Kull and Talluri; Ho, Dey, and Lockstrom;
Chen and Wu; Viswanadham and Samvedi), Bayesian
networks (Lockamy and McCormack), decision tree
approach (Ruiz-Torres, Mahmoodi, and Zeng) and fuzzy-
based failure mode and effect analysis (FMEA) with
ordered weighted averaging approach (Chaudhuri,
Mohanty, and Singh).

Xanthopoulos [133]), supplier non-conformance
risk (Wiengarten, Pagell, and Fynes [198]), supplier
incapability (Johnson, Elliott, and Drake [88]) and
supplier unreliability (Cheong and Song [30]). Unlike the
above approaches focusing on assessing supply risks, the
following articles studied supply risk assessment methods
and models.

Zsidisin et al. [214-218] examined tools and
techniques that purchasing organisations implement for
assessing supply risk within an agency theory context.
They indicated that purchasing organisations can assess
supply risk with techniques that focus on addressing
supplier quality issues, improving supplier processes and
reducing the likelihood of supply disruptions.

Ellegaard [25] applied a case-based methodology to
analyse the supply risk management practices of 11 small
company owners (SCOs). They confirmed that the 11
studied SCOs applied almost the same supply risk
management practices, which can be characterised as
defensive.

Wu and Olson [63] used simulated data to compare
risk evaluation models: chance-constrained
programming, DEA and multi-objective programming.



118/ 13RRS/Vol. 6/ Issue 1/ 2023

Results from three models are consistent with each other
in selecting preferred suppliers.

Azadeh and Alem [5] benchmarked three supplier
selection models under certainty, uncertainty and
probabilistic conditions, including DEA, Fuzzy DEA and
chance-constrained DEA. Results from three models are
also consistent with each other concerning the worst
suppliers. Supplier evaluation and selection has attracted
the most attention is this category. Many of these articles
focused on conceptual model development and
demonstration using simulated data (Chan and Kumar;
Ravindran et al.; Wu and Olson; Wu et al.; Meena,
Sarmah, and Sarkar; Viswanadham and Samvedi; Ruiz-
Torres, Mahmoodi, and Zeng). Thus, the use of real data
to test the efficacy of these methods is still missing.

Moreover, some of these articles have other
technical limitations. For example, Talluri, Narasimhan
and Talluri, and Narasimhan, and Nair only utilised a
single input measure in the DEA analyses. Kull and
Talluri assumed current supplier capabilities will remain
unchanged into the future. Lockamy and McCormack
assumed that all suppliers are willing to share their
accurate and reliable risk profile data with their
customers. Ruiz-Torres, Mahmoodi, and Zeng assumed
all the input parameters and supplier characteristics to be
deterministic.

Tsai [112-113] modelled the supply-chain-related
cash flow risks by the standard deviations of each period's
cash inflows, outflows and net flows in a planning
horizon. They recommended the best policy of using
assetbacked securities to finance accounts receivable to
shorten the cash conversion cycle and lower the cash
inflow risk.

Liu and Nagurney [50] developed a variational
inequality model to study the impact of foreign exchange
risk and competition intensity on supply chain companies
involved in offshore-outsourcing activities. Their
simulation results indicated that the risk-averse firm
generally has lower profitability and risk than the risk-
neutral firm. On the other hand, two of the studies focused
on generic financial risk.

Franca et al. [145] formulated a multiobjective
programming model with the Six Sigma concepts to
evaluate financial risk. They showed that the financial
risk decreases as the sigma level increases.

Liu and Cruz [51] studied the impact of corporate
financial risk and economic uncertainty on supply chains'
values, profits and decisions. They found that suppliers
are willing to sacrifice some profit margins to gain more
businesses from manufacturers with lower financial risk
and with lower sensitivity to economic uncertainty. A
common drawback with these approaches is that they
focused on simulated data instead of real case data.

11. Information risk assessment

Durowoju, Chan, and Wang [124] used discrete-event
simulation to investigate the impact of disruption in the
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flow of critical information needed in manufacturing
operations on collaborating members. They revealed that
the retailer experiences the most uncertainty in the supply
chain, while the holding cost constitutes the most
unpredictable cost measure when a system failure breach
occurs. In their study, a generic information technology
risk was studied and no risk factors were identified nor
quantified.

12. General risk assessment

Articles that do not assess specific risk types are
described in this section. The topics of these articles are
diversified and there are four major categories. First,
several researchers attempted to evaluate, assess and
quantify generic supply chain risks.

Brun et al. [18] developed a so-called supply
network opportunity assessment package methodology to
evaluate advanced planning, scheduling, and supply
chain management implementation projects with risk
analysis. Bogataj [15] wused parametric linear
programming model to measure the costs of risk based on
the net present value of activities.

Wu, Blackhurst, and O’grady [128] proposed a
disruption analysis network approach to determine how
changes or disruptions propagate in supply chains and
calculated their impact on the supply chain system.

Kumar, Tiwari, and Babiceanu [38] applied the
artificial bee colony technique, genetic algorithms and
particle swarm optimisation to identify operational risk
factors, their expected value and probability of
occurrence, and associated additional cost.

Khilwani, Tiwari, and Sabuncuoglu [99] proposed
the hybrid Petri-net approach for modelling, performance
evaluation and risk assessment of a supply chain.

Olson and Wu [63] used DEA and the Monte Carlo
simulation to identify various risk performance measures
for outsourcing, and compared expected performance of
vendors under risk and uncertainty in a supply chain.

Wang et al. [108] applied fuzzy AHP to assess risk
of implementing various green initiatives in the fashion
industry.

Samvedi, Jain, and Chan [80] applied fuzzy AHP
and fuzzy TOPSIS approaches to quantify the risks in a
supply chain, and aggregated the values into a
comprehensive risk index. The second category assesses
the relationship between supply chain risks and strategies.

Craighead et al. [43] suggested that the best practices
in purchasing, including supply base reduction, global
sourcing and sourcing from supply clusters, might
negatively impact the severity of supply chain
disruptions.

Laeequddin et al. [41] suggested that the supply
chain members should strive to reduce the membership
risk levels to build trust rather than to reduce the risk.

Tomlin [108] found that contingent sourcing is
preferred to supplier diversification as the supply risk
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increases, while diversification is preferred to contingent
sourcing as the demand risk increases.

Hult, Craighead, and Ketchen [29] studied supply
chain investment decisions when facing high levels of
risk uncertainty. They extended real options theory to the
supply chain context by examining how options are
approached relative to supply chain project investments.

Wang, Gilland, and Tomlin [109] applied the
unconstrained and constrained mathematical
programming models to assess the relationship between
various supply chain strategies and the regulatory trade
risk. They established that the direct and split strategy
profits increase in the non-tariff barriers price variance
but decrease in the mean price.

Eliza, Ioana, Apostol., Aurel, Mihail, Titu., Petrica,
Tertereanu., luliana, Moisescu[148] discusses the
importance of risk management in the aerospace industry
and its role in improving safety and aircraft performance.

Juttner and Maklan [35] revealed that knowledge
management seems to enhance the supply chain resilience
by improving flexibility, visibility, wvelocity and
collaboration capabilities of the supply chain.

Pettit, Croxton, and Fiksel [67] suggested a
correlation between increased resilience and improved
supply chain performance.

Wagner and Neshat [121] assessed supply chain
vulnerability. Wagner and Neshat concluded that if
supply chain managers were more capable of measuring
and managing supply chain vulnerability, they could
reduce the number of disruptions and their impact.

Berle, Norstad, and Asbjgrnslett [13] argued that
identifying the ‘vulnerability inducing bottlenecks’ of
transportation systems allows for realising more robust
versions of these systems cost-effectively.

Xin, Hui., Kai, Li., Chong, Wang., Chen, Zhang.,
Zhengcheng, Gu. [149], proposes a method of
"prevention first, risk moving forward and differentiated
management" for risk management in the aerospace
stand-alone device supply chain.

13. An overview of risk assessment
methods in the aerospace industry

Various risk assessment methods are used in the
aerospace industry to identify, analyze, and evaluate risks
associated with aerospace operations, systems, and
activities [35]. These methods are often combined,
depending on the specific needs and complexity of the
aerospace project or system. They provide structured
approaches to identify and assess risks, enabling
organizations to make informed decisions, allocate
resources effectively, and implement appropriate risk
mitigation measures in the aerospace industry [36]. In the
figure (4) is an overview of some common risk
assessment methods in the aerospace industry:
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Failure Mode and Effects Analysis
(FMEA)

Fault Tree Analysis
(FTA)

Event Tree Analysis
(ETA)

Probabilistic Risk Assessment
(PRA)

Hazard and Performance Studies
(HAZOP)

Preliminary Risk Analysis
(PHA)

Stealth Circuit Analysis
(SCA)

Figure 4. overview common risk assessment methods

In the following paragraphs, each method has
discussed.

e Failure Mode and Effects Analysis (FMEA):
FMEA is a systematic and proactive approach to
identifying and evaluating potential failure modes and
their effects on aerospace systems. This includes
analyzing failures' potential causes, effects, and severity
and assigning a Risk Priority Number (RPN) to prioritize
mitigation actions. FMEA helps identify critical failure
modes and their associated hazards.

e Fault Tree Analysis (FTA): FTA is a
deductive, top-down approach that examines the various
events or failures leading to a specific adverse event. It
uses graphical representations to identify the combination
of events that can lead to an adverse event. FTA
quantifies the probability of an adverse event and helps
identify critical events or failures that must be addressed.

e FEvent Tree Analysis (ETA): ETA is a
complementary method to FTA that focuses on the
consequences of specific events or failures. It examines
potential outcomes and their probabilities after an
initiating event. ETA helps assess the overall risk
associated with an adverse event and supports decision-
making to reduce risk.

e Probabilistic Risk Assessment (PRA): PRA is
a comprehensive and quantitative method used to assess
risks by modeling the probabilities and consequences of
various events and failures. It integrates probabilistic
modeling techniques, data analysis, and simulation to
quantify the risk associated with complex systems. PRA
provides insights into the overall risk profile and supports
decision making for risk mitigation strategies.

e Hazard and Performance Studies (HAZOP):
HAZOP is a systematic technique that focuses on
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identifying potential hazards and performance issues in
aerospace systems and processes. It involves a
multidisciplinary team that reviews the system's design,
performance, and control parameters to identify
deviations from intended operation and potential
consequences. HAZOP helps to discover design or
operational weaknesses and enables the development of
risk reduction strategies [19].

e Preliminary Risk Analysis (PHA): APHA isa
preliminary, high-level assessment conducted early in the
development phase of an aerospace project. Identifies
potential hazards and risks based on basic system
information, requirements, and design concepts. The
PHA helps guide early design decisions by identifying
major hazards and initiating hazard mitigation activities.

e Stealth Circuit Analysis (SCA): SCA is a
specialized method used to identify and evaluate
electrical circuits or systems' hidden or undetected failure
modes. This includes examining electrical systems'
design, architecture, and behavior to identify potential
hidden circuits that could lead to hazardous conditions.
SCA helps prevent or reduce the risks associated with
electrical failures.

14. Training and consideration of
human resources in aviation

The industry's goal is to increase safety, performance and
overall operational effectiveness by focusing on
comprehensive training programs and integrating human
factors considerations into aviation practices. These
efforts support a culture of continuous learning,
improvement and risk reduction. Training considerations
and human factors are important in aviation safety and
performance [37-38].

15. Initial training of pilots

The first case can be mentioned pilot training, in this field,
the initial training of pilots takes place at the beginning
[56]. In this training, pilots go through a rigorous training
program to receive their license. This training includes
classroom training, simulator training and flight hours to
acquire the necessary knowledge and skills. In the
continuation of the rating and rating training of the pilots,
the pilots receive a specific type of rating training for the
different types of aircraft that they are going to fly. This
training focuses on unique aircraft features, systems and
procedures. And further for higher experience and
mastery, pilots undergo frequent training at regular
intervals to maintain their proficiency and stay updated
on new regulations, procedures, and technological
developments [41-43].
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16. Crew Resource Management

Another important aspect of human resource training is
crew resource management, which emphasizes effective
communication, teamwork, and decision-making in the
cockpit. This increases situational awareness, risk
management and the ability to handle unexpected events.
Crew training encourages open and assertive
communication, active listening, and mutual respect
among crew members and promotes a supportive and
collaborative environment [44-45].

17. Maintenance training

In this area, maintenance technicians receive
comprehensive training to ensure they have the
knowledge and skills to inspect, maintain and maintain
aircraft and related systems, as well as ongoing training
and frequent assessments to update technicians on new
technologies. Maintenance procedures and regulatory
requirements are met [46].

18. Considerations of human factors

Human factors focus on understanding human
capabilities and limitations and how they affect aviation
performance, safety, and well-being. Human factors
considerations cover areas such as workload
management, situational awareness, decision making,
communication, fatigue management, and stress
management [9]. includes the design of the aircraft,
cockpit interfaces and procedures by considering the
principles of human factors helps to optimize
performance and reduce the possibility of error.

19. Fatigue management

Fatigue poses significant risks to aviation safety. There
are regulations and guidelines to manage and reduce
fatigue-related risks for flight crew members and air
traffic controllers. Airlines and regulatory authorities
implement policies and procedures to ensure adequate
rest periods, work hour limits and effective fatigue risk
management systems [48].

20. Culture and reporting only

Encouraging a culture of correctness promotes open
reporting of incidents, errors, and near misses without
fear of safety-related disciplinary action. This facilitates
the identification of systemic issues and promotes
learning and improvement. On the other hand, reporting
systems, such as confidential safety reporting systems,
enable people to report safety concerns, errors, or
dangerous conditions anonymously or with protection

[51].
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21. Human factors in design

Considering human factors in aircraft and system design
aims to optimize usability, efficiency and safety. This
includes cockpit layout, control interfaces, displays,
warning systems and automation design. Usability
testing, human-in-the-loop simulations, and feedback
from pilots and other stakeholders are used to evaluate
and refine designs to ensure they align with human factors
principles [50-88].

22. Case studies in aerospace risk
management Aircraft accident
investigation and risk reduction

In this case study, an aircraft accident investigation and
subsequent risk reduction measures implemented to
prevent similar incidents in the future are examined: The
first step is to check the background of the incident. On a
commercial flight, an airplane suffered an uncontrolled
engine failure shortly after takeoff, resulting in significant
engine and airframe damage. The plane crew managed to
land safely and had no injuries to the passengers and
crew. The incident triggered an investigation to determine
the cause and implement appropriate risk mitigation
measures [102].

The investigative team, consisting of aviation
experts, engineers and regulators, conducted a detailed
review of the engine, aircraft components, maintenance
records, and flight data. The investigation identified a
manufacturing defect in a critical engine component that
led to its failure. became. This defect was not detected
during regular inspections and maintenance procedures.
The review also identified potential deficiencies in the
maintenance process, including inadequate inspection
procedures for specific engine components [100].

After that, based on the findings of the incident
investigation, several measures were implemented to
reduce the risk:

The engine manufacturer initiated a recall and
inspection program for all engines of that particular
model to identify and correct manufacturing defects. The
manufacturing process was also reviewed and improved
to ensure proper quality control measures and prevent
similar defects in the future [34].

The airline revised its maintenance procedures to
include specific inspections and checks for identified
engine components [6]. At that company, training
programs for maintenance technicians were updated to
educate them about possible defects and emphasize the
importance of thorough inspections. On the other hand,
the regulator issued an airworthiness directive that
mandates industry-wide inspections and maintenance
procedures for identified engine components. The
authority also reviewed its certification processes to
ensure more rigorous evaluation and testing of critical
components during the certification process [58].
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Among other actions taken, research findings and
lessons learned were shared with other airlines,
manufacturers and industry organizations through safety
bulletins, conferences and workshops, as well as industry-
wide collaboration, dissemination of best practices and
increased risk awareness. It facilitated the potential
associated with the identified defect [59].

The airline further established a monitoring system
to track compliance with revised maintenance procedures
and ensure the effectiveness of risk mitigation measures,
and the regulatory authority conducted periodic audits to
assess  implementation and  compliance  with
airworthiness directives and the effectiveness of
certification processes. did up to date [60].

The incident served as a catalyst for improved safety
culture in airlines and the industry as a whole. A focus on
continuous improvement was emphasized through
increased reporting of safety concerns, anonymous safety
reporting systems, and the promotion of a just culture.
Lessons learned from this incident were integrated into
pilot and maintenance technician training programs to
increase awareness of potential hazards and increase
effective risk reduction strategies. The aerospace industry
can increase safety, prevent similar accidents, and
maintain public confidence in the reliability and safety of
air travel by conducting a complete accident
investigation, implementing targeted risk reduction
measures, and promoting a culture of continuous
improvement [61-63].

23. Human factors analysis and risk
reduction

Using human factors analysis and targeted risk mitigation
strategies, the organization has successfully reduced risks
related to human performance, improved safety, and
improved operational performance in the aerospace
industry [64]. In this case study, the application of human
factors analysis and risk reduction strategies in the
aerospace industry has been investigated:

First, we will discuss the background of the incident.
An aviation maintenance organization experienced a
series of incidents related to errors made by maintenance
technicians during routine inspections and repairs. These
errors led to delays, costly rework, and potential safety
hazards [65]. The organization also recognized the need
to address human factors and implement risk mitigation
measures, which led to a human factors analysis. The first
method of analyzing human factors is the root cause. An
interdisciplinary team analyzed root cause to identify
underlying factors contributing to maintenance errors
[66]. Analysis revealed several human factors, including
a lack of standard procedures, poor communication, time
pressure, and inadequate training.

Another method is task analysis, which the team
performed task analysis to understand the complexity and
cognitive requirements of maintenance tasks. This
involved examining each step of the inspection and repair
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processes to identify potential sources of error and areas
where human performance could be improved. The team
evaluated the types and frequency of human errors
observed during incidents using the human error
evaluation and reduction method or the human factors
analysis and classification system [67]. It provided
insights into specific human performance issues that
contribute to errors. Based on the analysis of human
factors, the organization implemented various risk
reduction strategies, which include the following figure

(5) [68]:

Standardized
procedures

Error
reporting
& feedback

Improved
communication

Risk
Reduction
Strategies

Education
& Training

Fatigue
management

Figure 3. risk reduction strategies

In the following paragraphs, each strategy has
discussed.

e Standardized procedures: The organization
developed and implemented standardized procedures for
maintenance tasks that clearly define procedures, tools,
and safety requirements. These procedures were regularly
reviewed and updated based on feedback from
technicians.

e Improved communication: Emphasis is placed
on effective communication between technicians,
supervisors and other stakeholders involved in the
maintenance process. Communication channels including
regular meetings, digital platforms and clear
documentation of guidelines and changes were
established.

e Education and Training: The organization
increased training programs for maintenance technicians,
providing comprehensive training on human factors, error
prevention and situational awareness. The training
emphasized the importance of following procedures,
recognizing potential errors, and promoting a safety
culture.

e Fatigue management: Fatigue management
measures were implemented to minimize fatigue-related
errors, including scheduling practices that ensure
adequate rest periods and reduced overtime. Awareness
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programs were conducted to educate employees about the

impact of fatigue on human performance [70].

e Error reporting and feedback: The
organization implemented a non-punitive reporting
system to encourage technicians to report errors, near
misses and safety concerns. Regular feedback loops were
established to provide timely feedback to technicians,
promoting learning and improvement [72-73].

As a result of these actions, many benefits were
obtained, including the following:

e Error Reduction: Implementation of risk reduction
strategies significantly reduced maintenance errors
and related incidents, improving operational
efficiency and safety.

e Improved safety culture: A focus on human factors
and risk reduction fostered a safety culture in the
organization, where employees felt comfortable
reporting errors, suggesting improvements, and
actively participating in safety initiatives.

e Improved operational performance: By
addressing human performance factors, the
organization experienced improved productivity,
reduced rework and improved overall operational
performance.

e Continuous learning and improvement: The
organization created a continuous learning and
improvement culture by actively seeking feedback,
conducting regular assessments, and incorporating
lessons learned into training and procedures.

24. Conclusion

As a result, risk management in the aerospace industry is
of utmost importance to ensure the safety, reliability and
success of aerospace operations. The complex nature of
aerospace systems and the potential consequences of
failures or accidents necessitate effective risk
management measures. Key elements of risk
management in the aerospace industry include risk
identification, assessment,  mitigation, regulatory
compliance, safety management systems, incident
investigation, supply chain management, and continuous
monitoring and evaluation.

By implementing these risk management principles,
aerospace companies can prioritize safety, mitigate
potential risks, protect assets, ensure regulatory
compliance, and maintain public trust. Organizations can
proactively implement risk reduction measures and
improve safety practices by identifying and assessing
risks. This includes robust training programs, human
factors considerations, safety protocols and continuous
improvement initiatives. Risk management in the
aerospace industry is a continuous and iterative process
that requires the commitment and participation of all
stakeholders. The aerospace industry can increase safety,
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reliability and operational excellence by strengthening
the safety culture, sharing lessons learned and being alert
in identifying and addressing emerging risks.

Effective risk management in aerospace is vital for
safety, reliability, and success due to complex systems
and potential consequences. Key elements include risk
identification, assessment, mitigation, compliance, safety
systems, and continuous monitoring.

Implementing these principles enhances safety,
compliance, and public trust, with proactive risk
reduction measures, like training, safety protocols, and
continuous improvement.

Risk management in aerospace is an ongoing,
stakeholder-driven process. Strengthening safety culture,
sharing lessons, and addressing emerging risks increase
safety, reliability, and operational excellence.
Additionally, risk management contributes to cost control
and efficiency, protecting investments in technology and
innovation, fostering collaboration, and supporting the
industry's growth, innovation, and sustainability.

Overall, effective risk management practices enable
the aerospace industry to navigate the complexities of
aerospace operations, protect lives, maintain regulatory
compliance, and maintain its reputation as a safe and

secure mode of transportation.
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