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Abstract

Security is the most basic need of any society and the most important factor for the sustainability of social life; therefore, it has been
the focus of experts and theorists since the distant past. The spread of the Internet, new information and communication technologies,
and the communication revolution have created a new type of virtual communication devoid of the spirit that governs real social
relations. This has caused the emergence and formation of cyberspace parallel to the real world and has disrupted the equations and
patterns of traditional communication, production, transfer, and consumption of information and has caused a global movement in the
field of communication and transfer of content and communication messages in the fastest possible time. Therefore, as human life is
mixed with the cyber revolution, cyber security has come. Cyber security is security in the infrastructure and information arteries, and
creating new opportunities for jobs and countries in the environment of automation, electronic commerce, exchange, and cooperation
has led to targeted production, storage, and exploitation of sensitive and vital information. In general, different aspects of citizens' lives
are mixed with cyberspace, and any instability, insecurity and challenges in this space directly affect different aspects of citizens' lives,
especially their security.
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and ordinary people have recognized the importance of

1. Introduction

"Security" is the most basic need of every society and
the most important factor for the durability of social
life. Therefore, it has been the focus of experts and
theorists since the distant past [1]. The concept of
security has been changed under the influence of
international macro-level developments, and with the
start of the globalization process and under the
influence of information and communication
technology, it has gained a multidimensional concept
[2]. On the other hand, it has become a fundamental
concept and is one of the necessities of human life.
Throughout history, humans have searched for safe and
risk-free conditions and tried different ways to achieve
them. It can be said that the first social institutions
were also formed in response to this need; Hence,
security is recognized as one of the main building
blocks of social life. In addition to the fact that people

security in their personal and public lives, most
researchers in various scientific fields also point to its
importance and believe that security is one of every
person's essential and basic needs [3]. The
sustainability of societies depends on security, and in
its absence, chaos will be the scene's reality. Many
theoreticians, from Khwaja Nizam al-Molk to Beyhagqi
and Ghazali, Hobbes, Badan, and Machiavelli, have
defended security and its necessity in societies, even
defending autocrats. They are afraid of disorder and
insecurity, which distorts the social foundations, and in
response to this human need and proof of social order,
they have presented their theoretical discourses.
Security also has a special place in Islamic thought. For
example, it is stated in the Prophet's hadith that:
"Security and health are two blessings that many
people are lacking." Some believe that there is a time
when there is no threat in society. Therefore, insecurity
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is the basis of research and how to control it by
increasing military power. Some others have defined
security as synonymous with the state of peace and
believe that security has a security aspect and that the
absence of threats to a country's national interests is
equal to security. In addition, some thinkers, such as
"Galtang", have proposed the concept of "reassuring
security” and considered security synonymous with
eradicating violence from human societies. Therefore,
every political system considers its most important
duty to create and maintain security and deal with any
threat that endangers its security. Eliminating risks by
any government is reasonable, mandatory, and worthy
[1].

On the other hand, today, the spread of the Internet,
new information and communication technologies, and
the revolution of communication have created a new
type of virtual communication devoid of the spirit
governing real social relations. This caused the
emergence and formation of cyberspace parallel to the
real world and disrupted the equations and patterns of
traditional communication, production, transmission,
and consumption of information and caused a global
movement in the field of communication and
transmission of content and communication messages in
the fastest possible time [4, 5].

Such a space, considered an integrated cyber
reality, has eliminated some of the most important and
cumbersome limitations in the physical world and has
created an attractive environment for its users, leading
to the deception of users and distortions in their attitudes
[4]. Through the magnification of the capabilities or, in
other words, drowning in the attractions of cyber
realities, it is the ground for the occurrence of cyber
anomalies and many crimes in complex and new forms.
As a result, we witness the emergence of a kind of
conflict between the behavior of users in cyberspace and
the real world. So, in the blink of an eye, horrible crimes
occur in cyberspace, which sometimes leads to the death
of the victims [6, 7].

Cyberspace has had such a fundamental impact on
societies that human life is unimaginable without it. In
fact, the influence of the cyber revolution on human life
is so wide that some even evaluate it beyond the
invention of the line and the beginning of human
civilization. However, it is indisputable that the cyber
revolution has created a wave that changes a new aspect
of human life every day and gives it a new shape [8]. As
human life merges with the cyber revolution, cyber
security comes up. Cyber security is security in
infrastructure and information arteries. Creating new
opportunities for jobs and countries in the automation,
e-commerce, exchange, and collaboration environment
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has led to targeted production, storage, and exploitation
of sensitive and vital information. Dependence on high-
speed networks and the power of processors is
increasing daily, which exposes systems to natural risks
and even crime and cyber terrorism, which requires
monitoring and management [9].

In most recent studies, Cybersecurity is defined as
a comprehensive term [10]. ITU-T X.1205 also defines
cybersecurity in its draft [11]. Hence, in generalized
terms, cyber security helps prevent cyberattacks and
data breaches and can aid in risk management. Security
architecture defines some security characteristics,
including security attacks of two types: active and
passive attacks and security objectives [12].

In general, the threats include various scenarios
such as Cyberbullying [13], Identity theft [14], Digital
devices [13], Autonomous systems [15], (Wireless
Sensor Networks (WSN), and Wireless body area
Networks (WBAN) [16], Cyber terrorism [13], and can
approach us from unforeseen sources and directions.
With the advancements in science, more sophisticated
cyber-crimes and malicious activities are evident in
today’s world, which is targeted and extremely
dangerous. One such example was detected earlier in
2018; a ransomware attack was harming the government
of Atlanta City [17], as well as other recent cyber
breaches [18].

On the other hand, we live in the era of the
Internet revolution. Shortly, the whole global
population will be accessing the Internet. The Internet
of Things (10T) is the gateway to communicating with
humans to machines (H2M) and machine-to-machine
(M2M). In loT, different devices are connected via
IP-based solutions through the Internet. Cisco
reported that 29.3 billion devices will be connected to
the Internet by 2023 (The Cisco Annual Internet
Report, 1490). Home appliances like televisions,
fridges, mobiles, laptops, personal computers, and
even motorcycles and cars have small-scale non-IP-
based solutions. The 10T aims to connect all kinds of
devices at a small or large-scale business standard
that can directly communicate with IP addresses
through the Internet [19].

IoT is making it easy to access pollution
monitoring; smart houses, smart buildings, smart cities,
intelligent transportation, healthcare centers, and smart
grids (SG) are the most significant application sectors
[20]. The SG consists of a power and communication
line between the generation and demand sides.
Therefore, intercommunication is very important for SG
to communicate with energy generation and demand-
side management [21]. In an SG system (SGS),
bidirectional communication devices such as sensors
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and meters are used to measure energy generation and
consumption on the demand side [21]. This simplifies
delivering a real-time monitor, control, and balance
everywhere at a higher accuracy [22].

Adopting information and communication
technology (ICT) for cyber-physical system upgrading
has created a conducive environment for cyber
components. Cyberattacks threaten cyber-physical
system sustainability and security concerns [23].
According to recent research, a cyberattack on the
cyber-physical system disrupted the grid control and
functioning system. Nodal price manipulation or False
Data Injection (FDI) might mislead state estimation.
This devastated the SG cyber-physical system market.
A Denial of Service (DoS) cyber-attack may affect the
SG cyber-physical system's dynamic performance [23,
24]. Before deploying in the existing cyber-physical
system, it is important to evaluate device applications,
algorithms, and settings [19].

Recently, ChatGPT has achieved a momentous
change and made substantial progress in natural
language processing. As such, a chatbot-driven Al
technology can interact and communicate with users and
generate human-like responses. ChatGPT, on the other
hand, can potentially influence changes in the
cybersecurity domain. ChatGPT can be utilized as a
chatbot-driven security assistant for penetration testing
to analyze, investigate, and develop security solutions.
However, ChatGPT raises concerns about how the tool
can be used for cybercrime and malicious activities.
Attackers can use such a tool to cause substantial harm
by exploiting vulnerabilities, writing malicious code,
and circumventing security measures on a targeted
system [25].

The world is experiencing rapid growth in
cyberspace today [26]. Such an extraordinary growth
in information- access gives opportunities to those
with malicious intentions. It is the need of the hour [26]
and the act of protecting the systems and technologies
from unusual activities. Cyber security means
maintaining the Integrity, Confidentiality, and
Availability (ICA) of computing assets belonging to an
organization or connecting to another organization’s
network. Due to the evolution and increase of cyber
threats, many researchers believed and urged to
educate the new generation about cyber-security
concepts [27]. Cyber crimes occur due to negligence in
cyber-security and client awareness [19]. Recent
research [28, 29] states that the US has introduced
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threat intelligence frameworks. This framework works
on gathering information from various sources that
human security experts have carefully examined.
Besides, the researcher also uses machine learning
techniques to analyze threats that, in an advanced way,
respond to attack incidents [30]. The United Kingdom
has introduced its own National Cyber Security
Strategy 2016-2021 that resembles the ideas of the
2011 version [31] and has allocated a budget of £1.9bn
for the Cyber Security Programme [32]. At least 70
nations have addressed this issue through national
cyber/information security strategies and significant
legal acts in some strategy documents describing their
national security and defense strategies [33]. In fact,
under the cyber network guide, the preplanning of
vulnerabilities includes the timely information
exchange regarding threats, which may lead to the
protection of various entities such as the environment,
business, and infrastructure and is capable of
understanding the situational incidents accordingly
[34].

We live in the digital age, which, like anything
else, has its upsides and downsides. The main
drawback is the security risk [35, 36]. Security
breaches are becoming more common and catastrophic
as more sensitive information transfers to the digital
arena. Cyber-criminals are growing more adept in their
attempts to avoid detection, and many newer malware
kits are already incorporating new ways to get out of
antivirus and other threat detection systems.
Cybersecurity, on the other hand, is at a crossroads,
and future research efforts should be focused on cyber-
attack prediction systems that can foresee important
scenarios and consequences rather than depending on
defensive solutions and focusing on mitigation.
Systems that are based on a complete, predictive study
of cyber risks are required all around the world. The
key functionalities in cybersecurity, such as prediction,
prevention, identification or detection, and
corresponding incident response, should be done
intelligently and automatically. Artificial intelligence
(Al), which is based primarily on Machine Learning
(ML) [37, 38], is capable of recognizing patterns and
predicting future moves based on prior experiences,
thereby preventing or detecting potentially malicious
activity.

In Figure 1, the process flowchart of cyber security
risk assessment design by "BB ABILITY™ CYBER
SECURIT Y SERVICES" was shown
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Figure 1. the process flowchart of cyber security risks assessment

An existing research gap is related to the origin of
the emerging cybersecurity concept. Because the
researchers of this article did not find comprehensive and
complete texts related to the origin of this concept in
reliable scientific sites and Iranian and non-Iranian books.
Therefore, considering that the present study is in the
security field, it seeks to answer the question, where did
the emerging concept of cyber security come from?

2. Method

The current study is in the framework of a short report. It
aims to discover the origin of the cyber security concept
by reviewing the contents of the cyber and security field.
Therefore, the collection of articles published inside and
outside the country related to the last 2 years in the cyber
security field was examined. The keywords used for the
search were "security and cyber" (There are reliable

databases such as sid.ir, ensani.ir, magiran.com,
civilica.ir, scholar.google.com, and sciencedirect.com).

3. Finding

The findings from all the reviewed articles have
indicated that in domestic research, other forms of
security such as perceptual security [39], social security
[40,41], cultural security [3], environmental security [42],
national security [43], economic security [44], Human
security [45] and cyber security [46-49] have been
observed. Social security and cyber security have been
the subject of much research.

According to the findings, the Types of
cybersecurity threats are as follows:

3.1 Phishing

Phishing is the practice of sending fraudulent emails that
resemble emails from reputable sources. The aim is to
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steal sensitive data like credit card numbers and login
information. It is the most common type of cyber attack.
You can help protect yourself through education or a
technology solution that filters malicious emails.

3.2 Social engineering

Social engineering is a tactic that adversaries use to trick
you into revealing sensitive information. They can solicit
a monetary payment or gain access to your confidential
data. Social engineering can be combined with any of the
threats listed above to make you more likely to click on
links, download malware, or trust a malicious source.

3.3 Ransomware

Ransomware is a type of malicious software. It is
designed to extort money by blocking access to files or
the computer system until the ransom is paid. Paying the
ransom does not guarantee that the files will be recovered
or the system restored.

3.4 Malware

Malware is a type of software designed to gain
unauthorizedaccess or to cause damage to a computer.

4. Conclusion

Cybersecurity is the practice of protecting systems,
networks, and programs from digital attacks. These
cyberattacks usually aim to access, change, or destroy
sensitive information, extort money from users via
ransomware, or interrupt normal business processes.
Implementing effective cybersecurity measures is
particularly challenging today because there are more
devices than people, and attackers are becoming more
innovative.

A successful cybersecurity approach has multiple
layers of protection spread across the computers,
networks, programs, or data one intends to keep safe. In
an organization, the people, processes, and technology
must complement one another to create an effective
cyberattack defense. A unified threat management system
can automate integrations across select Cisco Security
products and accelerate key security operations functions:
detection, investigation, and remediation.

Users must understand and comply with basic data
security principles like choosing strong passwords, being
wary of attachments in email, and backing up data.

Organizations must have a framework for dealing
with attempted and successful cyberattacks. One well-
respected framework can guide you. It explains how you
can identify attacks, protect systems, detect and respond
to threats, and recover from successful attacks.
Technology is essential to giving organizations and
individuals the computer security tools to protect
themselves from cyberattacks. Three main entities must
be protected: endpoint devices like computers, smart
devices, routers, networks, and the cloud. Common
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technologies that protect these entities include next-
generation firewalls, DNS filtering, malware protection,
antivirus software, and email security solutions.

In today’s connected world, everyone benefits from
advanced cyberdefense programs. At an individual level,
a cybersecurity attack can result in everything from
identity theft to extortion attempts to the loss of important
data like family photos. Everyone relies on critical
infrastructure like power plants, hospitals, and financial
service companies. Securing these and other
organizations is essential to keeping our society
functioning.

Everyone also benefits from the work of cyber threat
researchers, like the team of 250 threat researchers at
Talos, who investigate new and emerging threats and
cyber attack strategies. They reveal new vulnerabilities,
educate the public on the importance of cybersecurity,
and strengthen open-source tools. Their work makes the
Internet safer for everyone.

The ever-increasing development of the global
Internet network and the expansion of the digital
economy and virtual society make the existence of a new
society with new social and psychological coordinates
certain. One of the basic requirements of this
"information society" and "network society" and the new
attractive world is the feeling of security and peace of
mind of users and communities. Entering the age of
information, digital and virtual spaces, and the
opportunities and risks arising from it have reduced the
importance of feeling safe and doubled its necessity.
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